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DISCUSSION ITEMS

ò Professionalise, Organise

ò Compliance Security Framework
é Objectives

éMetrics

éMeasures

é Achieveable Markerpoints

ò Risk Management

ò Data Loss Prevention System
é External Standards

é Action list

é Controls
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DATA LOSS PREVENTION

ò Data Loss Prevention (DLP) is a computer security term 
referring to systems that identify, monitor, and protect data in use
(e.g., endpoint actions), data in motion (e.g., network actions), 
and data at rest (e.g., data storage) through deep content 
inspection, contextual security analysis of transaction (attributes 
of originator, data object, medium, timing, recipient/destination, 
etc.), and with a centralized management framework. The 
systems are designed to detect and prevent the unauthorized use 
and transmission of confidential information.

ò It is also referred to by various vendors as Data Leak 
Prevention, Information Leak Detection and Prevention
(ILDP), Information Leak Prevention (ILP), Content 
Monitoring and Filtering (CMF) or Extrusion Prevention 
System by analogy to Intrusion-prevention system.
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FIREFIGHTING DLP INCIDENTS

ò Data breach causes

ò According to a Verizon 2009 report
Å 74% from external sources

Å 20% by insiders

Å 32% implicated business partners

Å 39% involved multiple parties

ò What damage can be done?

Å Loss of trust

Å Reputation damage

Å Loss of clients

Å Repair costs
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FIREFIGHTING DLP INCIDENTS
ò DLP more then a Gartner-hype

ò DLP key to GRC

òEuropean Commission 
enforces DLP in the 2008 
Telecom Directive

òDLP incidents are a given 
fact of operations

ò If or When?
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ADAPT, ADOPT, IMPROVE

òFirefighting

òMaturity level

òWhat steps? 

òLearning Management System 

éMetrics,

éMeasures, and

éMarkerpoints. 

Adopt

AdaptImprove
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MATURITYLEVELS

Incomplete

Repeatable

Defined 

Managed

Quantitatively 
Managed

o Predefined business process

o Clear goals/performance reqôs

o Quantitative/qualitative measures
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COMPLIANCE SECURITY FRAMEWORK

òA Compliance Security Framework should 

allow for team-effort for both

òMgt (2) and operators(3) to enter into a 

learning system

òwith respect to Compliance & Risk based 

security measures (1).

2 3

1

CS

F

15-04-2010  Conferencias ISSA de Seguridad 2010

9
15-04-2010  Conferencias ISSA de Seguridad 2010

9



COMPLIANCE DEFINED

òCompliance is either a state of being in 

accordance with established standards, 

specifications or legislation or the process of 

becoming so. 
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COMPLIANCE CAN PROVIDE OPPORTUNITIES

òCompliance within Organisation can provide a 
positive Roi.

ò Investment 
éCompliance Management, based on an efficient 

control set (e.g. ISO27001/9001/20000) and audit 
methodology.

òReturn; by being compliant, Org.:
éhas a strong quality statement for existing 

customers and prospects;

émitigates risks; 

é improves quality of service delivery processes.
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